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28 Mar 2018

Notice of Enhancement on Internet Banking and Mobile Apps Security Controls
Dear Customer,

In order to enhance the security for Internet Banking and Mobile Apps services, we are pleased to introduce the following new security controls
starting from the 2™ quarter of 2018.

Security measures with effect from 21 Apr 2018
(A) Two-factor authentication (“2FA”) for online investment services

Customers will be required to use 2FA Services (either “Security Device” or "SMS Password”) for accessing our designated online
investment services as follows:

1. Investment Fund Services

2. Bond Services
Note: Customers who have not activated Security Device Services or not registered mobile number for receiving SMS services
with the bank will not be able to use the above services. To apply for Security Device Services or SMS Services, please visit any of
our outlets. Customers may access Securities Trading Services and Securities Margin Services by using the existing SMS Password
services or you may choose to use Security Device for two-factor authentication.

(B) Login verification code and login password format for Internet Banking Services
During the login process of Internet Banking Services, apart from entering User Name and Password, customers will also be required to
enter a verification code displayed in an image as shown below.

Please note that SMS Notification for Internet Banking and Mobile Apps login will be cancelled. At the same time, the complexity of the login
password will be enhanced by accepting designated special characters, in addition to alphabets and numbers. It is recommended to set a
password that comprised of special character(s).

(C) Enhancement on Security Control of Online High Risk Transactions
Both “Security Device” and “SMS Password” are currently required when performing designated high risk transactions* via Internet Banking
Services. After upgrade, only “Security Device” will be required.

*Designated high risk transactions include:
1. Fund Transfer/Bill Payment to non-registered accounts/merchants 2. Increase the limits for Fund Transfer/Bill Payment
3. Overseas Cash Withdrawal Service Setting 4. Update Personal Information

Security measures with effect from Jun/Jul 2018
(D) E-mail Notifications for Online Transactions
Upon the completion of the following designated transactions via Internet Banking or Mobile Apps, an e-mail notification will be sent to your
e-mail address registered with us:
1. Accessing Securities Services, Securities Margin Services, Investment Funds Services and Bond Services
2. Execution of Securities, Securities Margin, Investment Funds and Bonds transactions
3. Update Self-Certification Form
Note: Customers who have not registered an e-mail address with us will not be able to conduct the above transactions. If you
would like to enjoy the above services,
1. Single Accounts: Please register via Internet Banking or by visiting any of our outlets.
2. Joint Accounts and Corporate Accounts: Please visit any of our outlets for application.

Friendly Reminder for Security Device
If you have activated your security device, please check the expiry date of the security device printed on the back of the device. If it is going to
expire soon, please visit our outlets for replacement.

For enquiries, please contact our Customer Services Hotline at 398 77666.

Risk Disclosure: The above information is neither a recommendation, an offer, nor a solicitation for any investment product or service. Investors
should note that all investment involves risks.

For Internet Banking and Mobile Banking security guide, please visit our website http://www.hk.bankcomm.com (Security Guide > Using
Internet/Mobile Banking safely) and the Security Guide on the login page of Internet Banking.

Yours faithfully,

Bank of Communications (Hong Kong) Limited (A wholly owned subsidiary of Bank of Communications Co., Ltd.)
(This is a computer print-out letter that requires no signature)
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