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BANK OF COMMUNICATIONS (HONGKONG)

To further enhance the security of our customers’ accounts, the Bank will upgrade the login procedures for

Personal Internet Banking in May 2026. The enhanced security measures are as follows:

Setting Up “Trusted Browser”

When logging in to Personal Internet Banking via a non-trusted browser, after entering username, password and
verification code, customers are required to verify the browser and choose whether to set it as a “Trusted
Browser”. Once the “Trusted Browser” is set up, no additional verification is required for subsequent logins via the
same browser. If login via a non-trusted browser, customers must enter an additional “Security Code” or “SMS

Password” for verification.

| Trust this browser?

Do not trust this browser (applicable to this login)
You can still log i ou may be asked to verify again if you use

this browser t 1 next time,

Do not trust this browser (log out)

You will be logged out. You may be asked to verify again if you use

Confirm

this browser to log in next time.
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Login Verification

After selecting the browser trust status, customers may choose to verify via “Security Code” or “SMS Password”.

Login will only be completed upon successful verification.

“Security Code” Verification

| verification

Far your account’'s safety, it is necessary 1o verify if it is you who is log in from this browser. The verification may be
required because:

1. You may log in from this browser for the first time or you have not trust this browser yet;

2. This login is from different location, or you have frequently changed you IP addresses.

Please choose one of the following methods to complete this verification:

Authentication method () S=curity Cods SMS Passward Unable to use any of thess methods

This transaction requires the use of Mobile Token for authentication. Please access™ Generate Security Code” in
your Mobile Token to generate a Security Code. (For how to generate a Security Code, please click here)

Six digit security code

9 5 - -

Show Tutorial

“SMS Password” Verification

| Verification
For your account’s safety, it is necessary to verify if it is you who is log in from this browser. The verification may be
required because:
1. You may log in from this browser for the first time or you have not trust this browser yet;
2. This login is from different location, or you have frequently changed you IP addresses,

Please choose one of the following methods to complete this verification:

Authentication method Security Coda (8} SMS Password Unabile to use any of these methods

The 6-digit SMS One Time Password has been sent to the mobile number
(8085***%)

s.can't receive SMS?
| 6

Resend (92s)
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Internet Banking Login with Security Device/Mobile Token

To better protect the security of customers’ accounts, please navigate to “My Settings”, select “Internet Banking
Login with Security Device” and activate the toggle.

Once enabled, customers will be required to log in to Internet Banking with the Security Device.

b i Iﬁ. ’i& ﬁ (55 i) Home My Account Fund Transfer ~ Securities  Foreign Exchange MPF  Investment Credit Card Time Deposit Insurance Loan  Bill Payment ENGLISH v (1) Logout
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My Se(tings Current Location: My Settings > Internet Banking Login Settings
Shortcut Menu =~
| Please input all the following information
Change Password E-Advice/
E-Statement
Internet Banking Login = < T 2 <
Settings ‘ Internet Banking Login with Security Device o)
] Enable
Transfer/ Bill Payment Limit &
Setting Customer
i Remarks; Services
Account Maintenance 1.The setting will be effective after re-login.
2."Security Device Login" settings will be cancelled once your Mobile Token is deactivated/Security Device is terminated or report loss.
Update Email Address ®
Register Third Party % -

Account
Update Personal =
Information

Overseas Cash Withdrawal
Service Setting

Deactivate High Risk
Transaction Functions

Security Device v
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