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Bank of Communications Pacific Credit Card
Terms and Conditions for One-Time Password
Online Authentication Service

The “One Time Password” Online Authentication Service (the“Authentication Service”) is provided by Bank
of Communications (Hong Kong) Limited (the “Bank”) to the Cardholders of Visa credit card on the
following terms and conditions. Unless otherwise defined in these Terms and Conditions, a capitalised
term has the meaning ascribed to it in the Bank of Communications Pacific Credit Card Cardholder
Agreement (the “Cardholder Agreement”).

1. Supplemental to the Cardholder Agreement
These Terms and Conditions supplement the Cardholder Agreement and are incorporated into the
Cardholder Agreement. If there are any inconsistencies between the provisions of these Terms and
Conditions and the provisions of the Cardholder Agreement, the provisions of these Terms and
Conditions shall prevail insofar as the Authentication Service is concerned.

2. Acceptance of Terms

2.1 The provision of the Authentication Service to the Cardholder is subject to these Terms and Conditions
and the Cardholder Agreement. The Bank reserves the right to change these Terms and Conditions from
time to time in accordance with the Cardholder Agreement.

2.2 The Cardholder’s use or continued use of the Card shall constitute the Cardholder’s acceptance of
these Terms and Conditions and the Cardholder shall be bound by them.

2.3 Unless expressly provided otherwise, any new features that augment, enhance or otherwise change the
Authentication Service shall be subject to these Terms and Conditions.

3. Description of the Authentication Service
The Authentication Service is a service provided by the Bank to protect the use of the Card or Card
Account Number by a Cardholder on the internet or through other means of telecommunication by
requiring the Cardholder to verify his/her identity using a one-time password (the “OTP"). The Bank will
transmit the OTP to the Cardholder through short message service (the “SMS”) to the mobile number
which has been registered by the Cardholder with the Bank during the Cardholder's apglication of the
Card (or as subsequently updated or registered). The OTP will be inputted by the Cardholder for
authentication when the Cardholder intends to use his/her Card or Card Account Number to conduct
transactions at the websites of any merchants which participates in, or allows the provision of, the
Authentication Service (each a “Designated Merchant”, collectively the "Designated Merchants") or
through other means of telecommunication utilising the Authentication Service (each a “Designated
Transaction” and collectively the "Designated Transactions"). If the Cardholder cannot provide the OTP
or if authentication through the Authentication Service fails, the Designated Merchant may not accept the
Card or Card Account Number for payment of the relevant Designated Transaction.

4. Mobile Service Provider

4.1 The Cardholder acknowledges that the Cardholder may not be able to receive the OTP SMS abroad nor
be able to use the overseas mobile network due to the services provided by the Cardholder's mobile
service provider and agrees that the Bank shall not be liable for any damage or loss whatsoever arising
from or in connection with the performance of any mobile network.

4.2 The Cardholder acknowledges that the mobile service provider may levy service charges to the
Cr?rdholder on receiving the OTP SMS and agrees that the Bank is not liable for any such service
charges.

4.3 The Cardholder acknowledges that the OTP SMS may be delayed in transmission due to the network
performance of the mobile service provider and agrees that the Bank is not responsible for any delay or
delivery failure of the OTP SMS caused by any mobile network.

4.4 The OTP SMS will only be sent to the Cardholder's mobile phone number registered with (or
subsequentlg updated with) the Bank for the Authentication Service. The Cardholder acknowledges that
the OTP SMS may not be forwarded to any other phone number even if the Cardholder has enabled any
SMS forwarding service provided by the Cardholder's mobile service provider.

5. Accuracy of the Cardholder’s Information
The Cardholder undertakes to maintain and promptly update the Cardholder’s information with the
Bank (including but not limited to the mobile number of the Cardholder), to keep it true, accurate,
updated and complete and upon the request of the Bank provide such information to the Bank as it sees
fit. The Cardholder acknowledges and confirms that if the Cardholder’s information provided is untrue,
inaccurate, outdated or incomplete, or if the Bank has reasonable grounds to suspect that the
Cardholder’s Information so provided by the Cardholder is untrue, inaccurate, outdated or incomplete
(including but not limited to where information provided by the Cardholder is inconsistent with the
Bank's internal records), the Bank shall have the right to suspend, terminate or refuse the Cardholder's
current or future use of the Authentication Service and/or to conduct any Designated Transaction.

6. Disclosure of the Cardholder’s Information

6.1 The Cardholder hereby authorizes the Bank to use any information that the Bank may have in its
possession relating to and provided by the Cardholder in connection with the Authentication Service and
disclose such information to other third parties for purposes related to the Authentication Service.

6.2 The Cardholder acknowledges and agrees that the Cardholder’s information and other information in
relation to the use of Authentication Service may be used for record keeping, reporting purposes and the
purposes for resolving transaction disputes and may be disclosed by the Bank to other third parties if
required to do so as reasonably necessary to comply with any legal process, laws or regulations or to
enforce these Terms and Conditions.

6.3 The Cardholder acknowledges and agrees that the Cardholder's information and all personal information
regarding the Cardholder are subject to the Notice to Customers relating to the Personal Data (Privacy)
Ordinance issued by the Bank from time to time.

7. Cardholder’s Security Duties

7.1 The Cardholder agrees and undertakes to act prudently and in good faith when using the Authentication
Service and the OTP, including taking the measures listed in sub-clauses 7.2 to 7.4 below, in order to
safeguard the security of the use of the Authentication Service and the OTP.

7.2 The Cardholder shall be solely responsible for maintaining the confidentiality of the OTP received and

other verification information in connection with the Authentication Service and all activities or
transactions involving the use of any of the above. The Cardholder must not disclose to any other person
or otherwise permit or enable any other person to obtain any OTP and other verification information and
agrees not to transfer or assign his/her use of, or access to, the Authentication Service to any third party.

7.3 The Cardholder shall immediately notify the Bank of any suspected or actual unauthorised use of his/her
OTP or other verification information, or any other breach of security in accordance with the notification
Bro{cﬁedgre Es set out in the Cardholder Agreement or such other procedure from time to time prescribed

y the Bank.

7.4 The Cardholder undertakes to observe all rules, regulations and guidelines (as updated from time
to time) including but not limited to the security recommendations and any other notices circulated by
the Bank from time to time on the utilisation of the OTP and/or the Authentication Service.

8. Liabilities of the Cardholder

8.1 The Cardholder shall be liable for all transactions conducted through the Card or Card Account Number
of the Cardholder using the Authentication Service (including use of the Authentication Service by any
other person with the OTP).

8.2 If the Cardholder fails to comply with any of the requirements in Clause 7 of these Terms and Conditions,
the Cardholder shall bear all losses or damages howsoever arising therefrom.

8.3 The Cardholder shall indemnify the Bank on demand in respect of all actions, claims, losses, damages,
costs, expenses and any other liabilities of any nature which the Bank may suffer or incur as a result of
the Cardholder’s use of the Authentication Service (including use of the Authentication Service by any
other person using the OTP) in breach of the Cardholder's duties and obligations under Clause 7. The
Cardholder shall also be fully liable for all claims, losses and consequences arising out of or in
connection with the use of the Authentication Service if the Cardholder has acted negligently,
dishonestly and/or fraudulently.

8.4 Notwithstanding anything contained herein to the contrary, the Cardholder is liable for all claims, losses
and consequences arising out of or in connection with all transactions conducted using the
Authentication Service by or with the consent any person whom the Cardholder has authorised or
otherwise has disclosed the OTP to such person.

9. Limitation of the Bank’s Liabilities

9.1 The Bank shall not be liable to the Cardholder or any third party for any modification, suspension or
discontinuance of the Authentication Service.

9.2 Under no circumstances will the Bank be liable for any consequential, incidental, special or indirect
losses or other damages, such as any damage to the Cardholder's computer equipment, software,
telecommunication or telephone service resulting from the use of the Authentication Service by the
Cardholder, unless such loss or damage is directly and solely caused by the Bank's negligence or
deliberate default.

9.3 Although the Bank will use commercially reasonable efforts in ensuring the security of all Designated
Transactions and the OTP, the Bank does not guarantee the absolute security in respect thereof especially
in circumstances (without limitation) where fraud or other internet or telecommunication crime is
involved. The Cardholder acknowledges the potential risks inherent in transmitting information over the
internet or through other means of telecommunication.

9.4 The Bank shall not be liable for any loss or damage arising from the Cardholder's failure to comply with
these Terms and Conditions (including but not limited to any wrongful transactions or loss caused by the
inaccuracy, outdatedness or incompleteness of the Cardholder’s information provided by the
Cardholder)

9.5 The Bank shall not be liable, in any circumstances, for any loss and/or damage arising out of or in
connection with a merchant’s refusal to accept the use of Card or Card Account Number for payment
under any Designated Transaction.

10. Modification, Suspension and Termination
The Bank reserves the right to modify, suspend or terminate the Authentication Service at any time,
without prior notice, for any reason where the Bank considers necessary or advisable to do so, including
but not limited to, when there is a suspected breach of security, or when the Bank has reasonable ground
to suspect that the information provided by the Cardholder is untrue, outdated, incomplete or inaccurate.
Any Designated Transaction using the Authentication Service prior to its termination or suspension will
remain valid and the Cardholder will continue to be bound by these Terms and Conditions in respect of
such Designated Transaction.

11. Dealing with Merchants
The correspondence or business dealings with any Designated Merchant using the Authentication
Service, including payment and delivery of related goods or services, and any other terms, conditions,
warranties or representations associated with such dealings, are solely between the Cardholder and such
Designated Merchant. The Cardholder agrees that, except as otherwise provided in the Cardholder
Agreement, the Bank shall not be responsible or liable for any loss or damage of any sort incurred as a
result of any such dealings. The Cardholder hereby acknowledges and agrees that the Bank will not verify
the identity of any Designated Merchant or the quality of the Designated Merchants' goods or services.

12. Disclaimer of Warranties
Except as otherwise required by any Applicable Law, the Bank makes no representation or warranty
(whether express or implied) about the Authentication Service, including but not limited to any warranty
as to the merchantability or fitness for a particular purpose.

13. Law and Language

13.1These Terms and Conditions shall be governed by and construed in accordance with the laws of Hong
Kong and the parties submit to the non-exclusive jurisdiction of the Hong Kong courts.

13.2The English version of this Agreement is for reference only and if there is any conflict or discrepancy
between the English and Chinese version, the Chinese version shall prevail.

Bank of Communications (Hong Kong) Limited
(A wholly owned subsidiary of Bank of Communications Co., Ltd.)

January 2018
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