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Dear Customer,

Latest Security Measures for Internet Banking and Mobile Banking Services

We commit to providing you with safe and secure Internet/Mobile Banking Services. To help you have better protection
when using Internet/Mobile Banking Services, please read the latest security measures and tips below.

Two-Factor Authentication for Fund Transfers to Unsaved Payee

o With effect from_10 Aug 2019 or later, the use of Security Device/Mobile Token will be required for small
value fund transfer to unsaved payee (including FPS QR Code Payment)

e  Two-Factor Authentication is not required when you conduct small value fund transfer to saved or registered
payee.

e  Customers may download and install our Mobile Apps through App Store, Google Play or the bank website to
activate Mobile Token Service.

Important Security Tips

1.

Do not use the same password in accessing different online services. The password for accessing Internet/Mobile
Banking Services should not be shared with other services.

Do check the last login details when you login Internet Banking/Mobile Banking Services. If you notice any
suspicious login, please contact our Customer Services Hotline immediately at 223 95559.

If any unusual login screen or process (e.g. a suspicious pop-up window or request for providing additional personal
information) was noted, customers are advised to log out from the Internet Banking/Mobile Banking immediately
and inform our Customer Services Hotline immediately at 223 95559.

Do not disclose banking details such as Internet Banking’s usernames, passwords, one time passwords and other
sensitive account information, to any third party providers, no matter authorized by the bank or not.

When using our Internet/Mobile Banking services, customers are advised to type the website address of BOCOM
(HK) (https://www.hk.bankcomm.com) directly into the browser address bar or download and install Apps through
App Store, Google Play or BOCOM (HK) website, for access to your Internet Banking or Mobile Banking accounts.
Do not download software and apps from any untrusted sources.

If you have logged into our Internet Banking or Mobile Banking through third-party websites or third-party mobile
Apps, you are advised to change the passwords immediately to protect your personal information. Customers who
discover any unauthorized transactions in their bank accounts or have any queries relating to our Internet Banking or
Mobile Banking Services should immediately contact our Customer Services Hotline at 223 95559.

Access Mobile Banking Services/ Securities Mobile Application by the recommended Operating Systems below:

Mobile Banking Services Securities Mobile Application

iPhone with iOS 10.0 or above iPhone with iOS 9.0 or above
Mobile phone with Android 6.0 or above | Mobile phone with Android 6.0 or above

For other Internet Banking and Mobile Banking security guide, please read the Security Guide

on the Bank’s website https://www.hk.bankcomm.com or the Security Tips

in Mobile Banking App (Lifestyle > Services and Information > More > Security Tips).

If you have any queries, please contact our Customer Services Hotline at 223 95559.

Bank of Communications (Hong Kong) Ltd. (A wholly owned subsidiary of Bank of Communications Co., Ltd.)
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